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Finding unknown routing protocol deviations in routers

Routing protocols such as OSPF and BGP have open standards (published in RFCs), however 

commercial routers (e.g. Juniper and Cisco) that implement those protocols may deviate from 

those standards (deliberately or inadvertently). Such deviation are important to identify from a 

security point of view as they may be a pose a security vulenrability. We would like to discover 

those deviations. The problem is that commercial routers are closed-source so it is difficult to 

directly analyze the router’s implementation. 

In this project we will use a tool written by Dr. Adi Sosnovich that finds deviations using black-

box testing of a router. The tests are generated based on a reference model of the protocol’s 

standard. The tests are then executed against the router and test outputs are compared against 

the expected output. The tool does this entire process automatically.

The tool was previously used to find deviations of the OSPF implementation in a Cisco router 

(and was able to uncover several of them). We will extend and adapt this tool so it will be able 

to find deviations in a BGP implementation of a Juniper router. The goal of the project is to 

discover unknown vulnerabilities and report them to Juniper.

Programing languages: C, Python

Required Background: Computer Networks, Formal verification (preferably).

Supervisors: Dr. Adi Sosnovich, Dr. Gabi Nakibly

  


