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Introduction

| - Short introduction to the problem our project deals with

"One of the key threats to the security of Oraetatase servers are bugs in the default
PL/SQL packages, triggers, and types that are sHippth the database." (taken from
"The Oracle Hackers Handbook/by David Litchfield").

The bugs Litchfield mentioned are indeed lead maoagor security concern in Oracle, they
make Oracle susceptible to SQL injection, which allow a low-privilege user to gain
full control over the database with DBA privilegeseaning the database is now
completely compromised.

The problem of this kind of vulnerability is not neéy that it “built into” Oracle, but that
it is often very hard to detect and neutralize euhbilities, such as with buffer overflows
and unsafe parameter handling by Execute Immediate.

(NOTE: we will properly explain vulnerabilities &t in the next chapter in "ll- Different
Vulnerabilities Detection Approaches").

The problem is even more complicated because paskaan be wrapped, in order to
properly understand wrapped packages, considdolibgiing scenario:

There is a new tax reform that has come into efeead the information on a database
needs to be updated to properly account for theenimonetary situation, in the case of
an accounting firm this is a crucial undertakingttis likely to be very time consuming
and must be completed as quickly as possible.

Luckily a programming company that specializes macle applications has already
created a program that can automatically updatenfbemation on the database, so that
it complies with the new tax reform. This programmcompany sells their product to
the accounting firm, and thus solve the accourfimgs problem.

So where does wrapping packages fit in this sceRari

Wrapping a package causes the code to be obfustiastds to say made unreadable by
programmers, so that the code cannot be readilgrstor looked through by hackers for
weaknesses to exploit, thus protecting the intelE@roperty of the programming
company.

However wrapped packages can still be used by ®therh as the accounting firm,
despite the code being unreadable, so the prognagheoimpany has guarded their
secrets and still enabled the accounting firm ®their product.

Why does this make the problem more complicated?

It is important to understand that wrapping code ssiperficial action, it only obfuscates
the code, and does not alter the code in any fuedeahway.

This means that if the unwrapped code is vulnerabtertain attacks, the wrapped code
is just as vulnerable to the exact same attackgtibaunwrapped code was vulnerable to.
So while wrapping packages protects the programmamgpany, it presents a problem to
the accounting firm, because there is a produgtwent to use, but they have no easy
way of verifying if it is safe for them to use thpsoduct because the code is wrapped.

In short, wrapping packages obfuscates the packagde, thus enabling companies to
sell products without having their code stolen.



However, wrapped code is vulnerable to the exaoesaxploits that unwrapped code is
vulnerable too. Thus anyone who uses a wrappedagaakiade by another company
may be putting their databases at risk, and thagataeasily verify if the code is safe to
use.

Il - Our Objective

The objective of our project was to research aedter.

A Tool(under the following conditions)

-Which enables people to be certain that theirlbegas are secure, even when using

wrapped code provided by other people

-That can help people be sure that their codefésteebe used by others

-Which lets people stay safe even when new expdogsliscovered

-That provides the industry with an automated veaiest their code, granting them a tool
to help safeguard themselves and others



Historical Background and Detection Approaches

| — unwrapping technigues

In order to achieve our goal, first we needed tarap Oracle packages somehow. Thus,
we had to build(or find) a unwrapper. In this clepte’ll discuss two main unwrapping
techniques that can be used in our purposes.

We read many internet material concerning Oract&@ges unwrapping and found Pete
Finnigan and David Litchfield to be the most releabuthors who work on this subject.

1. Pete Finnigan way (understanding source code by rdmg byte-code):

9i and lower versions of Oracle:

PL/SQL language compilation structure
PL/SQL source code

.

PL/SQL compiler front end

v

DIANA — An intermediate language for ADA

\

Compi[er'back end

v
Virtual machine M-Code

Before 9i:

In old versions of Oracle we can almost easily dedbhe original source code of
PL/SQL package from the wrapped code producedsyhwol table is visible, so
we can understand the purpose of the procedureaybe we see variable names
in symbol table), we can find out encryption altfums that used. We also can
modify the source code working straight with th@pped code, thus we can plant
trojans, make SQL injections etc...

9i:
Almost the same information of the source code areget in 9i analyzing
DIANA code.

10g:
Finnigan claims that unwrapping is almost the sam#or 9i version, though

some it is more difficult now because new wrap naacém is provided(we'll



discuss it later), the symbol table is no longsible, used base64 encryption, but
IDL$ (DIANA) tables still contain DIANA m-code.

2. David Litchfield (unwrap, then work with plain PL/S QL text):

Versions 9i and earlier:
Litchfield uses the same technique as Finnigan.

10g:

In 10g the clear-text PL/SQL is encrypted in thiofeing way. The text is first
compressed using the Lempel-Ziv algorithm, and ABHash is generated from
the compressed data. This hash is then copiethodfer and the compressed data
concatenated to the end. Then the value of eahihyhe buffer is used as an
index into a character substitution table. Thidead probably considered an
Oracle trade secret, so it is hidden somewherehti@ld claims that it is easy to
find in the binary. The resulting cipher text iethbase64 encoded. Unwrapping
the encrypted code is the reverse. First, it iebdsiecoded. Then, each byte is
resubstituted with a second corresponding subisitaable. Last, the text is
decompressed, leaving the clear text of the PL/SQL.

Il — Different Vulnerabilities Detection Approaches

This chapter is dedicated to SQL injectidgges of injections, ways to defend your
code from injections, injections specificQoacle, solutions available in the web
(commercial or free).

1. Potential vulnerabilities(SOL injections in Oracle)

=  SQL manipulation (adding OR,AND,MINUS,UNION,.. ta axisting
statement to change the set of results)

= Code Injection (INSERTs,UPDATESs and DELETEs...)

= invocation of a malicious function defined by ataeker with privileges
of the writer of an attacked function

» invocation of an existing function vulnerable toISi@Qjection and defined
using AUTHID CURRENT_USER

= attacker defines a function with the PRAGMA
AUTONOMOUS_TRANSACTION compiler directive and AUTHI
CURRENT_USER keyword that executes SQL stateméetattacker
wants with elevated privileges. Then he injects thnction using a
known SQL injection. This may allow attacker to tee DBA.

= stored procedure that is defined without AUTHID CRIENT_USER will
execute with privileges of the owner

= anonymous PL/SQL block (a PL/SQL block that ha€s&B\ and an
END that can be used to execute multiple SQL statés). There is no



limitation in what the attacker can do. Allows tceeute SELECTs, DML
and DDL

= Single PL/SQL statement: Doesn’t have a BEGIN an&laD.
The attacker cannot insert “;” to inject more SQ@oenands.

= exploiting a buffer overflow

2. Solution approach
Let’s discuss the practices to avoid SQL inject&m{he way to detect the
existing vulnerabilities will be to point the plagavhere these practices are
violated. This apparently will bring us to detectree false vulnerabilities, so
we’ll need more complex techniques to reduce thebuer of false detections.
We'll talk about “smart” implementations later.

Practices against SQL injections:

= using bind variables - the best known solution.|\Al8o improve
application performance. Cannot be used for tabteas or column names.
Cannot be used for the procedure or function name.

= avoiding dynamic SQL statements.
if absolutely necessary, use bind variables.

= Defining functions using AUTHID CURRENT_USER. Vuhadility in
such function cannot be exploited directly, howavean be used to
exploit another vulnerability in function definedtimout AUTHID
CURRENT_USER.

= avoiding concatenation in SQL statements.
If necessary then check the input for maliciousecddsing numeric
values in concatenation. This way strings canngidssed in to add SQL

= validating input strings very carefully

= check for special characters such as quote syndensicolons,'--', stored
words like 'union’, 'or', 'delete’, words equaliétds of a table currently in
use etc.

3. Solutions available

a. Commercial solutions:
There are no real commercial solutions that speadifi detect SQL
injection attempts against an Oracle database €Tdrera reasonable
number of firewall products that incorporate andegroxy and a few
IDS tools that claim to support Oracle. A numbecafpanies are at
present seriously looking into the design and dewekent of a true
application IDS for Oracle, and perhaps these taidlsdetect SQL
injection. At present most of the commercial tdol®¥e used properly
would need rules and signatures to be definedh®specific Oracle cases.
b. Free solutions:
There are a number of free SQL injection detediatbs in the web, but
one can't prove that they do their work, moreoweost of such a tools try



to solve common problems, and do not focus spadijion Oracle. So,
most likely they miss or overestimate great peroétihe vulnerabilities.

c. Known solutions list(this just the top of the list)

Tool name Free/Commercial Oracle specific
sgimap Free No
SQL Injection Brute-forcer Free No
SQLBrute Free No
BobCat Free No
NGSS SQL Injector Free No
SQLiX Free No
SQL Power Injector Free No
WebCohort SecureSphere Commercial Yes
appDetective Commercial No
OScanner Free Yes

4. Companies that deal with database security

= Microsoft with Columbia University— with ShieldGea system for
automatically generating a data patch or a vulnkfnabignature for an

unknown vulnerability, given a zero-day attack amste.
Acunetix - Web Vulnerability Scanner
Imperva - SecureSphere

Elanize KG - Maui Security Scanner
N-Stalker - Web Application Security Scanner

5. Academy efforts

We searched for the existing solutions or at laaatlemic researches on the
theme of automatic detection or just any kind dedgon of SQL injections and
buffer overflows, but surprisingly(or not) didnibfl anything worthwhile, only
heuristics and tips for implementation. Thus, we daduce, that our work is a
kind of novelty, and we are among the first peap® try to solve the problem
of automatic detection of database vulnerabilireestly SQL injections) inside

academy.

1l — What we have done to achieve the goal

1. Possible solution implementations comparison

As we saw earlier we have two main approachesttmaatic detection of
database vulnerabilities. The first one is dedupiagkage source code from the
byte-code, the second is firstly unwrapping Orgeekages and then finding

vulnerabilities in plain PL/SQL text. In this chaptve’ll discuss advantages and

disadvantages of both methods.




= Byte-code approach(by Pete Finnigan)

Positive aspects:

This approach can help to understand Oracle umdtgglflaws, than can’t be
seen watching a source code. This means flawamslation into intermediate
language(DIANA) etc... It can be used in the same imdgpendently of
Oracle specific version, because we just needak & the byte-code and

try to understand things from it (this does not mehat byte-code of each
version looks alike).

With this approach we can detect buffer overflows.

Negative aspects:

Does not guarantee to that it is really understhled#ooks different in
different Oracle versions. Does not point to misgk does not understand,
but we know about, i.e. we must search for eacherability inside byte-code,
even if we know the exact vulnerable PL/SQL funetiprocedure, block or
statement. Thus, the method is hard to extend (kngpa/new vulnerability
does not help us with byte-code).

= Plain text approach (PL/SQL analysis)

Positive aspects:

The work can be divided into two parts: 1. unwragp2. PL/SQL analysis.
That means, we can choose any unwrapping funatidepiendently, so the
method becomes easily adoptable to different kafdschitectures. PL/SQL
part is extendable, because each new known vultigraian be easily
understood from PL/SQL code, what means, that wwgust add new rule for
the PL/SQL parser. Marks vulnerabilities in thersewcode, enabling easy
correction. More programmer-friendly — no needigpakep into byte-code,
the only work is with the plain PL/SQL text.

Negative aspects:

The unwrapping part is quite nontrivial. Though RiMitchfield claims, that
it is not hard to find symbol table inside binarigss not easy work to do, the
search inside the binaries may be very complicatles, we cannot exactly
know where to search, we only can have assumptioc@mmon, the
unwrapping is Oracle version-dependant, so for €xelele version we need
to build a new unwrapper. The method can cause rfialsg alarms”, i.e.
there can be very complicated cases, where, fonpbea some variable
received from user is bubbled through many procesiand functions, so it is
difficult to know is this variable properly checkdtlVe'll talk about this
subject later in implementation section).

Limited buffer overflow detection.

2. Why did we chose “plain text” approach




We had several reasons to choose this approash dfall, we had better
documentation here, i.e. hundreds of articles ofsBL in web, David Litchfield
book vs. roughly speaking, one article of Pete igam about DIANA, which was
written not for version 10g, but mainly for 9i. & reason is that it is easier to
see work results and verify correctness of ourreffdoecause PL/SQL is more
readable than byte-code and also we can know waatlg we want to achieve,
we can sort vulnerabilities simply by PL/SQL grammraad Oracle known flaws.

IV — resources we needed for our work

1. The resources

= The Oracle unwrapper — in order to work on detgctuinerabilities
in PL/SQL code we needed the source code of Opaadkages. And
to get the source code we needed to unwrap therexSracle
packages.

= PL/SQL language specification — without knowing 8QL deeply it
is impossible to understand the problems ariseradsadimpossible to
plan the ways to overcome the problems.

= Known vulnerabilities types - i.e. to build the eetion tool we needed
to know how the vulnerabilities look, what are tfessible attacks,
what are the possible solutions, how we can prodwsscure PL/SQL
code. Knowing common attack types is also candtediin this
section, because only after understanding thelattex@ can
understand the way to defend against it.

= Bison parser — to build parser to PI/SQL

2. Problems we faced in implementation
= Unwrapping Oracle packages: we tried to act acogrBiavid

Litchfield book “The Oracle Hacker’'s Handbook”,.ivee created
simple packages, applied wrap utility of Oraclé&fase64 decoded the
wrapped code, and then the troubles came: for@tiore we couldn’t
find the substitution table — it turned up, that Hearch in binaries is
not the easiest mission (especially, when you damtw what exactly
you are searching for). The technique we useddrkas: we took
wrap.exe program of Oracle’s and tried to find stimmg resembling
to a symbol table inside the DLLs that are usethis/application,
because it sounds logically, that wrapper progralmsametime use
the substitution table. But this way didn’t bringyaresults.
So it was nothing to talk about the last step -odgmression to get
clear text of the PL/SQL.
So, we started to think about alternative waysotaesthe problem of
unwrapping, simple Google search didn’t returnesitpe results, as
can be understood, but when we made search indusst,




surprisingly, we found a file called unwrap10.ex&h which help we
finally succeeded to unwrap Oracle packages.

All antiviruses claim that the file contains a Taojinside, we don’t
know, maybe©

Our Implementation

| - How our way works

In general, we built PL/SQL parser that detedtsypks of Oracle vulnerabilities
we know. The way of its work can be best descritpethe following drawing:

e
B =

In our case the wrapped package is Oracle packéageplb extension, unwrapper —
unwrapl0.exe we found in the web.

Next we’'ll talk about our automatic detector, thaywt works and reports it produces.
The automatic detector can be described by thisidca




Il — Automatic detector

1. Common features

Given a PL\SQL source file as an input, our autecraggtector tries to locate
suspicious commands. Those having a non-zero pitdpaih being vulnerable to
SQL injection attack as described earlier (in sectl of the previous chapter).
The detector performs only those operations omutaions which are really
needed, i.e. nothing is done while facing non-vidbk command.

The automatic detector can be easily extended. Badic knowledge of
Lex/Bison is required in order to add new rulesviolnerability detection.
Additional advantage is that, the detector silerghores the unidentified code, so
it is fault tolerant and will never fail in the ndkk (always completes
vulnerabilities search).

2. Vulnerabilities detection

= Maximize the number of real vulnerabilities detélcte

= The automatic detector recognizes all types of raeisimns for
dynamic SQL execution, that are EXECUTE IMMEDIAT&;namic
cursors, DBMS_SQL package procedures and functions.

= The detector makes no assumption about the cooftémnction
parameters. It treats each variable as a potesttiate of danger. For
each suspicious input variable, calculates thefseternal variables
whose values are influenced by this one, this weabkng detection of
malicious input propagation.

= Treats AUTHID CURRENT_USER as carefully as AUTHID
DEFINER.
We know that the real problem is the functions thate created with
AUTHID DEFINER, because function with vulnerabilidgfined for
example by DBA, makes an attacker DBA.
Though, a vulnerability in a function defined as MD
CURRENT_USER cannot be exploited directly, resesscdhow that
it can be used for attack on another function(Mleethabout this kind
of vulnerabilities in section Il of the previousagter).

= Minimize the number of “false alarms”

= The automatic detector recognizes the usage ofvandbles that are
considered to be the best currently known soluiotme problem of
SQL injections, so it doesn’t produce a warningewlencountering
bind variables.

= QOur detector recognizes the usage of DBMS_ASSERGtions.
DBMS_ASSERT is Oracle library that provides aniifgtee for input
strings validation. This is very reliable libragg when a string was
checked by a function of this library, it won’t cauwarning.




= The automatic detector performs basic data flowyaisato determine
whether a given variable is dangerous in a givexggam point, i.e. if
a formerly malicious string was substituted by hiass content is
considered safe.

= The detector checks only input variables of vulbkraypes, i.e.
strings. For example it is OK to concatenate amtimumeric value to
a dynamic SQL statement even without knowing iscéxalue.

Il — Examples

= A simple examplefaken from “SQL injection and Oracle” by Pete Fgam)

procedure get_cust (lv_surname in warchard)
is
type Cv_typ is ref cursor;
v Cv_twp;,
Tv_phone customers.customer_phoneftype;
Tv_stmt varchar2 (32767):="select customer_phone '|
"from customers ||
'where customer_surname='""||

Twv_surname| | ;

begin
dbms_output.put_Tine('debug: ' || Tv_stmt];
open cv for Tv_stmt;
Toop

fetch cv into Tv_phone;
exit when cvinotfound;
dbms_output.put_Tine(':: " || Tv_phone);
end loop;
close vy
end get_cust;

An output of our detector for this input is:

Line 12 (procedure get_cust): Vulnerahility found - opening cursor with unsafe parameter lw_stnt

And we can easily be convinced, that Iv_stmt ieedlunsafe variable (so it is
forbidden to open cursor with it), because it gaduct of concatenation of a
constant string and the string Iv_surname, receir@d the user and never checked
for safety.



= A more complicated example a packagewm_ddl_pkg
Size of an unwrapped package body is over 252 KR 8ines of code). A
part of detector’s output(report) for this package:

{procedure FKIPTOPOINDEX): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30QL_STRING

(procedure INZERTEDOMETADATAFORZETTAE): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L_STRING
[procedure GENCODEFORSDOMDATAATRSITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30QLSTEL
[procedure GENCODEFORSDOMDATAATRSITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 3QLSTE
[procedure GENCODEFOESDOMDATAATREITESSI): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L3TRL
(procedure COPYDDLCODETOREPLICATIONSITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter S0L_STRL
{procedure COPYDDLCODETOREPLICATIONRSITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 3QL_STERL
(procedure COPYDDLCODETOREPLICATIONSITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter F0L_STRL
{procedure GETCOLSTR): Vulnerability found - opening cursor with unsafe parameter 3QL_3TREING

[procedure COMMITDDLATREPLICATIONZITES): Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 3QLETRL
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FECREATEINSTOFTRIGE): Wulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L_3TRING
CREATESFELETONTAELE) : Wulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 5S0L_STRING
CREATESKELETONTABLE) : Wulnerability found - EXECUTE IMMEDIATE call with unsafe parameter SQL_2TRING
TRANSFERINDEXES) : Vulnerahility found - opening cursor with unzafe parameter INDEX CUR_S0L
TRANSFERINDEXES) : Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L_STRING
TEANSFERTRIGGERE) : Wulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 3QL_STR
TRANSFERCHECKCONATRAINTS) @ Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30LSTR
TRANSFERUNIQUECONSTRAINTS) : Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter SQL_STR
TEANZFERCONSTRATNTS) : Wulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L_3TR
ADDIOQLITR) = Vulnerability found - EXECUTE IMMEDIATE call with unsafe parameter 30L_STRING
ADDIQLITR) : Valnerability found - EXECUTE IMMEDIATE call with unsafe parameter 3QL_STRING

We went over all this list of vulnerabilities insidhe package code, here is an example
of the vulnerability from the line 97 (first in tis

FUMCTION SKIPTOPOIMDEX( IMND_OWNER_WAR WARCHARZ,
FETUEM BOOLEAN

IMD_MAME _WwAaR WARCHARZ

I=
CMNT
SOL_STRIMG

INTEGER;
WARCHARZ (320007 ;

BADTAE_EXCEPTION EXCEPTION;
FRAGMA, EXCEPTICON_INIT(EADTAE_EXCEFTION,
BEEGIN
IF { SYS. LT _CT»_PKG.ALLOWDDLONTOFOIMDE> 2 THER
RETURMN FALSE;

009427 ;

ELSE
EEGIM
SOL_STRING S

select count ¥

From all_sdo_index_metadata asi

where asi.sdo_index_owner = "t IND_OWMER_werR | ]! and
asi.sdo_index_rnames = Y] IND_MAME_werR ||t arnd
asi.sdo_index_twpe = ''TOFO' "' ;

EXECUTE IMMEDIATE SQL_STRIMG INTO CMNT;

EXCEPTIOMN
WHEM BADTAB_EXCEFTIOM THERMN
CHMT = 0O;

END;

RETURN CNT = O
EWND IF;

This is the line 97 of the package. As we can eeecution of SQL_STRING is indeed a
vulnerability, because, one of SQL_STRING composétfor example, user-string
IND_OWNER_CHAR that is never checked.



Future work

There is still much work left to be done. The pbksextensions of the

application can be the following:

= More advanced data flow analysis to detect rarepticated cases.

= Defining several classes of risks, i.e. not alheuibilities are of the same
level of potential risk, some of vulnerabilitiesedrarder to exploit, etc...

= Providing more information about a found vulneréilfor instance, which
input variable was unchecked, what is an exact fpath function entry point
to the vulnerable statement (may be unreachalie) et

= Providing quick tips for a user describing whatrues should be applied to
the code in order to eliminate the vulnerabilityral.

= At a later stage it is possible to automaticallylaee vulnerable code with
safe one (only in limited cases!).

= Buffer overflow analysis — start with known vulnbilgies: 3 Oracle database
functions — bfilename, TZ OFFSET, TO_TIMESTAMP_Tatreside in
STANDARD database package, and step by step buldabase of all
functions that make usage of these known vulneraipletions, thus
vulnerable to buffer overflow too.
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http://www.securityfocus.com/infocus/1714
http://www.security-hacks.com/2007/05/18/top-15ehgml-injection-scanners
Various PL/SQL internet books, tutorials, etc..



